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OcmopoXHO, noddeAKa!

Yem onacHbl caiTbi-nogaenku?
KpagyT naponu

pacnpocTpaHaT BpegoHocHoe MO
HaBA3bIBAIOT N/1IaTHbIE YCAYIU
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Kaww He emanms wcepmboin soweHiukoB?
KM(/ WM Maa@‘w? | ya-1ts1ts--d.infof 7 flow
Kaxw odezonacumbca?

YyXKON KOMNbIOTE
" P C nomolbio BKOHTaKTe Bbl MOXeETe:

= HaiTu Nogen, C KOTOPbIMMU Bbl KC

He MoXeTe BOUTH?
= Y3HaTb 60nblue O NKAAX, KOTOPb

[ ) BKouTakTe?

| MNosapaensem! Bol ebiurpanu 500 py6nen va 6ananc mobunbHoro renedona or 5

Anzexc

i Hanpércs scé

Obpamu sHUMaHUe
5 Ha HacmoAwul
Hcnonesyu adpec caiima!
yHKYuoHan lMposepAl Mpu HasedeHuUU Mblwiu
bpaysepa: adpec caiima! peansHbili adpec R N
«u3bpaHHoe», omobpaxcaemcs v

o { Bt CyHanHbIM 06PA30M B510paHEI HALLMM KOMILITEDOM ANA N0MYY
«3aKA00KU»! 80 8cnavbisaroweu | eceraa s SioEns sl
rnoockaske. |




OcmopoXHo, noddeska!
({3

WARNING!!! Quick System Scan Results b(
? 3
Kak o6maHbiBaloT B UHTepHeTe? P ativiri Onlne Seonies clebachar

MpocAaT noaTBepAUTb NOrMH/Naponb. ¥ dangerous spyware on your system!

" ed malcous and
Mpeanaratot 6ecnaaTHbIi aHTUBUPYC. D Oy o o YO OIS
a yCTaHaB/IMBAOT BpegoHocHoe MO, BUpychol. — = A

Mpocar ornpasutb CMC (nnaTtHoe). @ Spyware.lEMonsterb Spyware  CRITICAL A
W Zlob.PornAdvertiser.Xplisit Spyware High
' TrojaninfoStealer.Banker.s Trojan Medium

0o npaboa? Kaw pacnozrams od0matt?

| Remove st | | 1gnore |

Balu akkayHT 3a0n0KMPOESH 38 PACCRINKY CNAM-CO0AWEHHN, Ha OCHOEAHKM MHOMOUYMCNEHHE: Xanat oT
nonez0EaTened, J4nd BOCCTIHOENEHHA SHKETE BaM HEOBX0AMMO NPOATH NPOUEAYEY SKTHEALHH, AKTHEILHA
MPOMEEDAMTCA B AETOMATHUEKOM PEXHME M ABNAETCA A0C0MHITHO BECNNATHOM, OTNRAERTE CMC coOOLEHHE ©
TercTor 151178 Ha Homep 8353, B oTeeTHOM M cooBleHke Bel NoNyYMTE KOA SKTHEALHM, KOTODEIH

o [ins BX00a Ha CalT BBeauTE HoMep Bawero moBunsHoro Tenedona:
HE0f0AMMO BEECTH Hie, ECM B TEYEHHE MECALLA EAL SKKAYHT HE By ABT SKTHEWPOESH, Mel OCTAENARNM 33 cobo

MPaB0 ¥ 44nKTe Era. Baw Homep Tenedoka::

Gopwar: 79°rRRRE

BX0Z Ha CaiT BKOHTaKTe::

(CHERa apomsT

3akpoli
CMpaHuyy, lposepb Asmopu3ylica
6/10KuposKa cucmemy rnoo ceoumu
nponana? | GHMUBUPYCOM aKKayHmamu u

B 6 e a u C b B /nA SKTHBAUMH BaM HEODXOAMMO OTNPABMTD CMC NOATEEDXASHOWEE BAW CTATYC BNAAENbUA AKKAYHTA,
Ce y 7 u [10CnE NONYYEHHA MAEHTHKAUHOHHOr O KOAS, BEEAMTE NONYUEHHYH HDOPMALMH B NONE HHXE.
8 OtnpaseTe KEY2 173 Ha KopoTkii Homep 3200, Ans Ny POUEAYPbI BOCCTS

8o p 4 a Ke ! Yymo ece 8 8 [l0CNe 3KTHBAWHH HACTOATENGHO PEKOMEHAYEM OBHOBHTE SHTHEMDYCHO® mu‘panmoe‘oﬁecneqe;w‘
nopaoke! '

CmeHu naponu K
awa cTpaiyua bbina B3nomana, ¥ € HEE paccbinanca cnaM, YTobiel 370 npek; 3THNOCH, BaM Heobixoanmo
aKKayHmam, g o T R

Komobpoble TaKwe Mel COBETYeM Bam CHEHHTE NEPONG 0T NOHTOBOND ALUMKA H NPOBEPHTE Balll KOMNBHITER Ha BUDYCEI.
p Hkor a3 Ke yrazsbieaiTe Baw napone 0T CTPaHHUE! HUr g€, kpome caita http://vkontakte.ru,

u Cn O ﬂ b 3ye w b ! KaK MeHs MO Nk B3AOMATB? BHAMATENSHO HEYWITE 3TOT PA3AEN, NDEXAE Ye BO0GHOBNATE NONL30BAHHE
cadTom, urofisl alewaTe BRoKKPOBOK 33 CNam & AaneHerLen,




Ocmopo>kHo, cnam!

llepsoHa4asnbHO c1080 «SPAM»
Cnam — smo maccoeasn
rnoasunoce 8 1936 2.
paccoinKa Hesanpawusaembix
OHo pacwiugpposelanoce Kak noay4yamenem 31eKMPOHHbIX
SPiced hAM i P
coobuwieHuli Kommep4yeckozao u
(ocmpasa semyuHa) u bbino
HeKomMmep4YecKoz20
moe8apHbIM 3HAKOM 0189 MACHbIX
codepxcaHus.
KOHcepeos.

NMOMHMN: naa Ha nosoay y C[MTAMa ecTb pUCK:
Otnpasutb nnatHoe CMC, onnaTtuUTb HaBA3AHHYIO YCAYTY.

MoNy4MTb NAATHYIO NOAMMUCKY HA HEHYXKHYIO MHDOPMaLMIO.
MoTepaTb y4ETHbIE U (MNKN) UHbIE AaHHbIE.

CTaTb XepTBOi 06MaHa.

Hacmpoli .
6e3onacHocmeo Ncnonesyi Mposepaii
6paysepa u moymoso donosHUmenbHole Wcnonb3yii HaO0éxHocmeo
npozpammsl (nodkmioyu| PICWUPEHUs bpaysepos, AHmusupyc nocmaswuKka
aHMU@UWUHe, 3auumy o Hanpumep AddBlock " ! ycnye, ucrnonwv3yl
cnama u 0p. 8CMPOEHHbIE (nozeonsem 6s0Kkuposame ¢patiepsons: UHOPMALUOHHbIE
cpedcmea 3awumei)! CIAM u peknamHbie 670Ku), cepaucel «who is»]
WOT (nokassisaem petimunz

calima cpedu uHmMepHem-
nons3osamesneli)!




[TepcoHaAbHble daHHble U

AuYHag uHgopmayus 6 UnmepHeme

lepcoHanbHble OQHHbIE —
meos YyacmHasa cobcmeeHHOCMs,

npexcoe yem nybsauko8ame ux
u (unu) nepedasames mpemosum

lNepcoHanbHbie OaHHbIE
oxpaHaem ®edepanbHbili
3akoH Ne 152 — @3
«O nepcoHasnbHbIX OGHHbIX»

auyam, nooymati, cmoum nau?

Koy w zareat Hynera mbod neptotHaabHad

urpopatan,ua?

80% npecTtynHUKoB bepyT MHGOPMaALMIO B COL,. CETAX.
JInyHaa nHbopmaLmMa UCNONb3YETCA ANA KPaXK1 Napoen.
JInuHasa nHbopmauma NCNONb3YETCA ANA COBEPLLUEHMA TaKUX
NPecTynAeHUN KaK: LWaHTaX, BbIMOraTeNIbCTBO, OCKopbeHue,
KNneBeTa, KUAHENMUHT , XxmueHune!

lMpu pecucmpayuu
8 COUUAsbHbIX
cemsx cnedyem
ucrnoab308ameo
mosnbKo imsa unu
Mcesd0oHuUM (Huk)!

Hacmpoli
npusamHocme
8 coy. cemax u

Opyaux cepsucax

He nybaukyl
UHGopmayuto
0 CBOEM
MECMOHAxXoMoeHuUU
u (unu)
MamepuasnbHbIX
ueHHocmsx!

KT0 MO¥ET MMCATE MHE MHYHEIR mDElI[EIIIlI Be nonk3oBaTeM

KTo enauT doTorpadim, Ha KOTOPbIX MEHA OTMETIAN  BCe NONk30BaTENN

KT0 BMAWT BHOEO3ANKCH, HA KOTOPLIX MEHA OTMETHAN  BCe Nonb3oBaTenM

KT0 MO#ET BUAETE CTMCOK MOMX a‘fﬂllmﬂlllcﬁi Be nonk3oBaTeM

Koro BUOHD B CTIMCKE MO APY3Ell M NoANHooK  Brex npysei

KT0 MOET BUTETE MOWX CKPBITLIX Apy3ed  Tonkko A

Xopowo nodymati,
KaKyto
UHGopmayuo
MOMCHO
nybaukosame
8 limepHeme!

He dosepali
ceou cekpemsl
He3HaKoOMUam

u3 MHmepHema!




AHOHUMHocmb 6 cemu

Mucrep AHOHHM 3ANOMHMN!
R e A AHOHUMHOCTb B UHTEPHETE - 3TO MU ®!

s % Cnedeol npeboisaHua 8 MIHMepHeme xpaHamcs Beou cebs 8 uHmepHeme
dorneo, 8EM(/1UBO, KAK 8 peasbHol

OaxKe NPoKcuU U aHOHUMalizepbl He MomMmoz2ym HU3HU
CKpbimbca!

Mo nonynsipHocTi ¥

ﬁ Fapuk Xapnamos
= -

Perwon % ¥ . -
Fapex Xapnawon : ‘[ MoaTsepxpaénnan cTpaHuya
Mocksa, Poccna Beifiop cTpanb! )
vy B = [aHHas 0TMETKa 03Ha4YaeT, YTo CTpaHMua Mapuka

lWkona
Beina noaTeepXAeHa aaAMMHUCTPaLMEN BKoHTakTe.

BoibepuTe pervion

YHusepoiTer
Fapuk Xapnamos

Mocksa, Poccus Beifop yHsepanTeTa

e OdmumanbHble aKKayHTbl 3HAMEHUTOCTEW BCeraa NPoXoaaT
npoueaypy sepuduKaumnmn

BHUMAHME: byab ocTopoxeH npu obLieHnm ¢ HesHakomuamu B cetu!

MmMmun moryTt oKkasaTtbca:
MaHbAKK, neaodunbl, N3BpaLLeHLbl. 3aBNAEKAIOT B CBOW CETU, CKOHALOT K COBEPLLUEHUIO Pa3BPaTHbIX
aenctemin! Takoe obUleHNE MOKET BbITb ONACHbIM ANA KU3HU!
NHTepHeT-XAMDbI (Tponnu) npoBoumpytoT Ha HEOHAYMaHHbIe NOCTYMNKM U HeOBOCHOBaHHYIO arpeccuto!
KnbepnpecTynHMKmM 3a4actyto 06MaHOM MNOXMLLAOT Yy»Koe umyLLecTso!
XaKepbl UCMONb3YIOT aHOHMMHOCTb A4/19 PACNPOCTPAHEHMNA BPEAOHOCHOIo NporpaMmHoro obecnevyeHus,
3aBNageHuMA Y4ETHLIMU AAHHBIMU, NNATEKHBIMU PEKBU3UTAMM, NEPCOHANbHON MHPOopMaLumein!




OmKpblmble cemu, YyXXasd mexHuka

Heoperrciioe

wWWWWCWwWwa}gW

MOrvH

NMOMHMU :
Byab OCTOPOXKEH B OTKPbITbIX M HeGe3onacHbIx ceTax. [oakntoueHme
K TOXKHOWM CETU MOMKET MOMEHTA/IbHO INWINTL TebA BCeM
nepcoHasibHON MHGOPMALMKN, XPaHALLENCA B TBOEM 3N1EKTPOHHOM

napone

M uyxoit komnbloTep

YyCTPOMCTBE: NPECTYNHUKY CTAHYT AOCTYMNHbI MAPOAU, U Apyras
nHbopmaums.

OnacHO OCTaB/ATb CBOW YYETHbIE AaHHbIE Ha YCTPOMCTBE, KOTOpOe
Tebe He NpUHAANEKNT, STUMM AaHHBIMW MOTYT BOCMO/1b30BATbLCA
B NMPECTYMHbIX LLeNsAX.

8 https;//mailyandex.ru/neo2/#inbox

Hecrwounbiwo npocmsty npabun, komopsie caedyem codnodams npuw padome 8 omupstmest
CMAR U & UCNONLFOBAHMEM < LYNCOU> MeRHAKAL

lpu pabome c nybau4HbIM

ycmpolicmeom ucnons3yli nyHKm 1. Hcnone3yl besonacHoe
«yyHol KoMmLromep». coeduHeHue ¢ noymoli u

1. Ucnone3yli wugpposaHHbie
XPAHUAUWA OaHHbIX, KoOmopble
nomoaym 3auumums meou
AuYHble palinel.

Wcnone3yli cnoxcHele napou,
cocmoswue U3 npornucHsIX U
302/108HbIX AMUHCKUX BYK8 U
yugp, a makx#ce cumeosos.
Ucnone3yli monbko omkpsimele
cemu 8 Ha0exHOCMuU KOmopbix

Ucnonb3yli pexcum «npusamHo20 cepsucamu (6esonacHoe
npocmompa» 8 6payzepe. coeduHeHue 0603Ha4YeHo
Bceada ucrone3yli KHOMKY «8blimu» 3aMKOM

npu 3aeepwieHuU pabomsi C 3e1€HbIM MeKCMom).
pecypcom. . He ocmasnsli 6e3z npucmompa

OmkKas3siealica om coxpaHeHuUs ycmpoticmea docmyna 8 cemes
napona npu pabome HA «YyHOM (menedoH, nnaHwem,

HOymOG6yK).
Komnbfomepe». ymoyk) Mol yeepeH.




Yerobus ucnoAb3obaHus npozpammMHoz20 npodykma

Jlrobas ycnyea 8 UHmepHeme umeem AUYEH3UOHHOE Co2AaueHUs U (Unu) ycao08us Ucnonb3o8aHus. llpu ycmaHoeKe
npoepammHsbix Npodykmos (ocobeHHO om Heu3eecmHbix npou3sodumerneli) ciedyem sHUMAMENbHO YUMams MeKcmol
coenaweHul, 8e0b rocse NPUHAMUSA Co2AaWeHUsA 8CA 0M8emcmeeHHOCMb U M0C/1e0CMaUs UCM01b308AHUSA MPO2PAMMHO20

npoodyKkma noxamcs Ha mebs!

MopTBepKaan cornaweHue «BCAenyr» Tbl MOXellb:
OdopMUTb NNaTHbIE NOANUCKM/YCYru;
MpenocTaBUTb NpUNOKEHUIO/Nporpamme obLWNPHbIE NPaBa;
JIMwnTbCA NepcoHaNnbHbIX AAaHHbIX, XPAHALLMXCA
Ha 3/1IEKTPOHHOM YCTPOMCTBE;
Crtatb 3B8eHOM 60oTHeTa u (naun) CNAM cetu;
CTaTb »KepPTBON MOLIEHHUKOB.

NMOMHMU: arobvbie coenaweHnHua 06 UCnonbL308aHUU NPO2PAMMHbIX MPOOYKMOS U ycayz, oaxce
om npoeepeHHO20 nNpou3zeooumerns, mpebyrom sHUMamensHo20 usyyeHus!

Ymodbl He emamsb weepmbBoit 300y MbstvdieHHiuikod :

Ucnonv3osames
AUYEH3UOHHbIE
npodyKkmel
nposepeHHo20
npoussodumers;

BHUMamMesibHO 3HAKOMUMbCA
C /IUYEH3UOHHbIM CO2/1aWEHUEM; He ucnons3osame

nodospumesnsHoe [10.

JinyensioHoE Cornaenie
€ ycnosuamMm

= 2
HeoBXoAuMO NPUHSITE €ro YCIoBNA.

Jh 3A0 «JTab Kacriepckoro» ¢ 4
1
TeneM TIPeIOCTABIEHHI

i1 JMLIEH3MH Ha TIpor 0

obecriezenua (I10)

[BHMAHWE! BrumartensHo Tech ¢

T 0 mepen pabotsr ¢
MporpaMMHBIM obecriedeHneM.

Haxatiie Bamy KHOMKM TONTBEDKNEHMA CONIACHA B OKHE C T

©3A0 7 K 0%, 1997-2010

<Hasan ][ A cornacen ] [ Oxmenia

Npasina nonssosanna caiiron BKoWTaKTe

cTapenet Caim BKowTaxTe

8ol

ArmcTpaus Caiira npeanarset Ban yenyr (cepeincsi) Cai
B

.43

1. Craryc Npasin nonb3osanms Caiirom BKonTakTe

(pamee st




MoounbHble yempouicmba/MoOuAbHbIU uHMepHem

3Hali: BHumaHue! lNepcoHanbHble OaHHble!
CospemetiHbili MOBUsbHbIU Ce200HA MobusnbHble ycmpolicmea cooepxam
mesnegoH/naaHwem - 3mo He MPocmo 8AMCHYHO UHGOPMayUIo:
cpedcmeo ceA3u unu Kpacueas CrucoK KOHMAKMos;
uepyuwka, Jlu4Hble homoepacpuu/sudeo3anucu;
a nosIHoyeHHoe KOMMyHUKayUuoHHoe JaHHele docmyna K 3n1eKmpoHHoU noyme u

ycmpolicmeo He ycmynaroujee UHbIM QKKayHmMam e cemu;

no npouseodumesibHoCMu U LaHHble 0 6aHKOBCKUX Kapmax/naamexcax;
(hyHKYUOHAsY NepcoHanbHOMy Vimerom npueAasky K 6anaHcy cum-kapmel

Kommnbromepy. onepamopa c8A3U.

*  yCMaHoB8U MOBUsbHYHO 8EpPCUIO
aHmueupyca Ha ceoé mobusbHoe

ycmpoucmeo, OMK/HOYU PYHKYUIO
yCmMaHo8U MpusioreHus, asmornooKAYEHUSA K OMKPbIMbIM
wuppyroujue meou 0aHHble - Wi-Fi cemam

OHU 3aWUMAM NUYHbIe hadinbl; UCrosnb3yli MoAbKO 3aWUWEHHbIE
ycmaHasnusail npunoxeHus Wi-Fi cemu:
7

MOs1bKO U3 NMPOBEPEHHbIX
UCMOYHUKO8, BHUMAMes1bHO

0b6a3amesnbHO npasusibHo

3aeepwali pabomy ¢ nyb6aAuU4YHbIM
yumali om3biesl none3osameneli Wi-Fi
4

NPUNOXeHWe NONYYUT AOCTYN K
YKa3aHHLIM HUXE aHHbIM
YcTaHoBUTL ero?

e Coobuexns
e Cereoi oOMeH faHHbIMK

o JlnyHana undopmauun
e [lNamars
e [InaTHbie ycnyru

e TenedonHble BbI30BLI

OTmeHa YcTaHoBuTh

eHUMAMmMersrnbHO u3yqad npaea,
3anpawueaemeoie MObUMbHLIMU
npusioxeHuamu,

UCI'IOfIb3ylj morsbKo
rnpoeepeHHsole mobunbHble
cepsucsl.



OcmopoxkHo, MOLLUEHHNIKN!
[pedynpexxoen — sHavum, Boopyxen

MOMHMU: Yem 6onbuwie BcemupHas MNaymuHa npoHUKaem 8 #U3Hsb swooel,
mem 60s1ble 1oA68a19emcs 3/10yMblUiIeHHUKOB, MblMArUWUXCA 8CEMU BO3MOMCHbIMU MyMAMU AUWUMb meba deHea!

Kap,qm-lr - cnocob6 MoleHHMYecTBa C MCMNOAb30BaHNEM
6aHKOBCKMX KapT. [1peCcTynHUKN NOXULLAIOT PEKBU3UTbI KapTbl
CO B3/1I0OMaHHbIX CepBepOB UHTEPHET-MAra3snHoOB, MJ1aTeXHbIX
CUCTEeM Nam € NnepCoHasIbHOro KOMMbOTEPA NOJIb30BaATENA.

duwmrHrosble coobueHUA - 3TO yBEAOM/IEHUS,
OTNpPaB/IEHHblE OT MMEHWN aAMUHUCTPATOPOB BAHKOBCKUX UK
APYrnx naaTexHbix cuctem. OHWM NPU3bIBAOT NOJIb30BaTeNElN
npotv no  anblMBOM  CCbiKe, 4YTOObl  YKpacTb
KoHPuAeHUMaNnbHble AaHHble. [eictBnAa noaobHoro poaa
HaueneHbl Ha OAHKOBCKMM CYET MAW YYeTHYK 3anucb B
BMPTYa/IbHOM NAaTeXHOW cucteme. KaK TONbKO NPecTynHUKK
nonyyaloT  HeobxoguMmyro UM MHPOPMALMIO,  OHMU
MOMEHTa/IbHO UCMO/Mb3YIOT ee Aas A0CTyna K 6aHKOBCKOMY
cyery.

7 (495) 500 5550 8 (800) 555 5550

C6ep6am( OH/I@UH

@ Bxop 8 Chepbank On/laitn

OTKpblBaNTe BKAAAbI
€ NoBbiLweHHol
cmaekoll

Py
itibank YBenoMieHne o Nony4eHus nnarexa

3aperucTpuposaHo 3a Homepom ENM202-16

Veawaemuii wIHenT,

20 centabpa 2004r. Ha Baur rexynit cxer G0t nony4eK nepeson B
KHOCTPAKRON BANIOTE Ha CyMMy, npeBsuwarouge USD2,000. B
cooteercTBRH ¢ Ilomesoparensckum cornamennen CitibankR Online, Bart
ReoBXORHMO TOATBEPTHTE STOT NEPEROY AR 1O Y o
saynenenns Ha Bawr rexyumii ever. Jina noarsepkaenus nnarexa
npocum Bac saittit B nporpammy ynpasnckia Bawnm cxerom CitibankR.

Online # c/IeAOBATE NPEANOKEHHH M HHCTPYKUKAM.
Ecnu nopreepxgene ue Gyger y BT 48 vacos,
6YRET BOIEPAILER OTNPREHTENO.

Jnz sxoaa B nporpamey CitiBankR Online, naxmute croga >>

C yeaxenuen,
Cny:ba CitibankR Alerting Service

TOMATYICTA, HE O TEEYATTE HA 370 OMOBEUENHE.

22 mirtsac yousmadt 1 Sy aheypieste armens Caded Adaing
Service, pacfiegomy Alerting Savice bz n Kewsr core
BHITIANE: 770

: 00 Ty 7 Bu rery, morzmame ¥ Caifene 107 naceame
FGETE EIDOT (FT I (B




OcmopoxxHo, MOLUEHHNIK!
[pedynpexxoen — sHavum, Boopyxen

<Huzepuckues nuttma, HeBLpoamHAd Yoot W nonpoutatiiin]
QO

«Huzepuiickue» nucbma:

B TeKkcTe TaKoro nucbma OObIYHO coAepXKuTca
nHbopMauma 0 TOM, YTO Y aBTopa MUCbMA €ecCTb
MHOrO AeHer, NoMy4YeHHbIX HE COBCEM 3aKOHHbIM
NyTEM, U NOSTOMY OH HE MOXET XPaHWUTb AEHbIM
Ha cyeTy B baHKax cBoeWl CTpaHbl. EMy cpoyHO
Heobxoaum cyeT 3a pybexkom, Kyaa MOXKHO
NepeyYncnnTb AeHbrn. ABTOpbl NOA0OHbLIX NUcem
nonpocat 1eba 06HaNMUUTL KPYMHYIO AEHEXKHYI0
CYMMy, B KayecTBe BO3HarparkaeHus obewas ot
10% po 30% OT 3aABNEHHOW B NMUCbME CYMMbI.
Mpoea MolEeHHMYEeCcTBa 3aK/OYaeTcs B TOM, 4TO
no/ib3oBaTeNb MNPEeAOCTaBUMT [OCTYN K CBOEMy
CYeTy, C KOTOpPOro nosxe OyayT cnucaHbl Bce
AeHeXHble cpeacTsa.

Vaenomeuua O BblUrpbliwe:
B nucbme coobuiaetcas o TOM, 4YTO Tbl BbiMrpan
KPYNHylO cymmy JaeHer. Llenb MoOWeEHHMKa -
BbIMaHUTb y Tebs AeHbrM 3a NONyYeHNe BbIMIpbILLa.
O6blY4HO OH cnucbiBaeT 3TO Ha Hanor. [loTepsaBs
64MTENbHOCTb, Tbl MOMEllb MEepPeBecTU KPynHyH
CYMMY Ha CYET MOLLEHHMKOB.

MonpowaiHnuecTso:
MoOLWEeHHWUKN [A@BAT Ha anocTb M OTNPABAAOT
nMcbma ¢ npocbbon o nomowm AKobbl OT
61aroTBOPUTENbHbIX OopraHusauum nam

HY}KOaoLWMxXCcs Noaen.
PLEASE INEED YOUR HELP BOJIONTEp YKPAJIA 1,5 MY CMEPTCABIIO GOABIDIX ACTeil

B AeNCTBUTENbHOCTU TaKue cooblLeHMA coaepKaTt MISS SUSSAN DUNGA,

ABIDIAN,COTE D'IVOIRE,
CCbIJIKM Ha peasibHble OpraHn3aunm m d)OH,ﬂ.bl, HO FROM SUSSAN DUNGA,

peKBM3MTbI Aﬂﬂ rlepe'«lwcneHMF| ,Cl,eHe)KHbIX My name is Miss Sussan dunga. The only daughter of Late

General Mohammed dunga the former Director of military
C peACTB yKa 3bIBatOTCA NOXKHbIE. inteligence and special acting General Manager of the

Sieria Leone Diamond mining coperation (SLDMC ). T am
contacting you to seek your good assistance to transfer and
invest USD 18 million belonging to my late father which is
deposited in a bank in Abidjan. This money is revenues from




3aujuma om MoweHHudyecmba!

Hwoobst He cmamt #eepmBoit MOoeHHUKA, COOMMOOOA NPO-CIMbLE npAbuad

He coobwati
MOCMOPOHHUM He nepexodu
AUyam ceou 10 CCbIAKaM,

MepcoHasibHbie YKA3QHHbIM
OaHHble, 8 N0003pumersibHbiIx

Yoanali nucema, komopeole He 6y0db cauuwkom
codepxam He OMHOCAWYHCA dosepuusbim, nposepal
K mebe uHgopmayuro, 8CHO0 UHGhopmayuio,
C8A3AHHYH C OeHEXHbIMU codeprauyto npocbbsi

cpedcmeamu, 0cobeHHO 0 noMowju, uHa4ye
om Heu3secmHsbix stooded. rnomouwib MoMom
nompebyemca mebe
camomy.

HoMepa cyemos, nucomax.
MUH-KOObI U M. .

" From: Information Desk <info@euroonlinelottery.com>
33,,:;3‘2?,,":.',';';::0"32Zm;ﬁﬂ"g"nﬁg; Subject: EU / Commonwealth Lottery Promotions

FEaRAMUE e T, ] Your email address was selected to claim the sum of $ 500,000.00 in the 201

20 centabpa 2004r. xa Baws reyiunit cxer 6ux nonyde nepeson & RS % |ottery.
HHOCTPAHKON BANIOTE HA CyMMy, npeBrwaouyo USD2,000, B 7 1 | H 3 A % 3
cootetcTBEE ¢ ITonssopatenscxim cormamennem CitibankR Online, Ban To claim your prize, please contact our agent n Lagos, ngena.

ueonommo TOATBEPAHTE STOT NEPEROR ANA €10 YCMEIHOro i . . . .
SaunCTENNA HA Bam:gxyuum cuer. fina no‘maep;geuuz nnarexa Contact person: Mr. Marshall Ellis e-mail: marshallellis11@live.com

npocu Bac saitti B nporpany ynpaencrug Bauntm cxerom CibankR Exatepina BaGinvena Phone: +2348036954742
Online i c/1€A0BATE NPEANOKEHHE M HHCTPYKUKAM. *

Eexn noptaepxaenite ne byxer nonyuexo B Teuene 43 vacos, nnatex Popurrenn Gonvusix aereii, Pyedon i posonTeperie opramsamn iyt 27-1emmoo Exarepinty Congratulati ons!
6yReT BOIBPAINER OTNPABKHTEIIO. d

+7 (495) 500 5550 8 (800) 555 5550

Monk30BaTent OTNPABKN BaM CK| @ Cbepbark Ox/l@uH

OTKpbIBaWTe BKAAAb!
C noebitleHHoLl _ f
cmaskoli ) 7 eneral Mohammed dunga the former Director of military

te]igence and special acl:ing General Manager of the

] 3@noMHKUTE MeHA

[MpounTtate ¢ httpsy//onlinezberdank.ru/CSAFront/index.do o —




Kak BUPTYAABHAS cemb Moxem BAugimo
Ha PEAADHYR Xu3Hb

NOMHMW: 3a BUPTYAJIbHbIE npectynneHuna otseyatot
no PEAJIbHOMY 3aKoHy

CT. 272 YK P® - HenpaBomepHblit AOCTYN K KOMNbIOTEPHO MHPOPMaLMK
(mo 5 net nuweHua ceoboapl);
CT. 273 YK P® - Co3paHue, ucnonb3oBaHue 1 pacnpoctpaHeHue
BPEeAOHOCHbIX Nporpamm ana IBM (5 net nuwenHus caoboapl);
CcT. 274 YK P® — HapyweHune npasun akcnayatauum 3BM, cuctem 3BM nnun
ux cetu (Ao 5 netT nuwenus ceoboabl);
cT. 129 — KneeeTa (80 5 net nuwenus ceoboapl);
cT. 130 — Ockopbnetrue (a0 3 net nuwenna ceoboabl);
cT. 159 — MoweHHu4yectso (40 10 neT anweHua csoboapl);
CT. 165 — MNpuunHeHune nmyuiecreeHHoro ywepba nyrem obmana nnn
3noynotpebneHusa posepuem (a0 5 net nnweHua ceoboapl);
CcT. 146 — HapylweHune aBTOPCKUX 1 CMEXKHbIX Npas
(a0 10 net AnweHua ceoboapl);
CT. 242 — He3akoHHOE pacnpocTpaHeHune NopHorpaduuecknx mateprnanos
nnu npeameTtos ( Ao 5 netT nuwenus ceoboapbl);
CT. 242 (1) — U3roToBneHne n 060poOT MaTepuanoe UNM NpeaMeTos
C nopHorpaduiecknmm n3obparkeHnaAMmU HeCoBepLLIEHHONETHUX
‘ (mo 15 net nnwenHua ceoboapl).




3anoMHuU npocmble npabura desonacHocmu:

He ysepeH 8 caoux
3HaHuAx? Nicnone3yl
y4emHyo 3anuce ¢
02paHuUYeHHbIMU npasamu!
He pabomatii om umeru
admuHucmpamopa (root) -
amo ybepexcem

om 6onbwuHcMea
3apaxeHul;

6e3 Heobxodumocmu

He Oenali «Oxcenbpelk»,
«Pa3/104KY», «PymosaHue»

ModpobHee

o npasunax
yumaii

8 SHYuKnoneduu
6esonacHocmu

10
3

JATA BESONACHOID MHTEPHETA

* Ucnonb3yl
aQHMUBUPYCHYIO
3awumy (ny4we
becnaamHell
aHMU8BUpYc,
yem HUKAKO20;
KoMmepyYecKue
npozpammel
npedocmasnsaom
donosnHuUmMernbHole
¢yHKUUU u yoobcmsa);
PezynspHo 0b6HoenAl

cucmemy U GHMUBUPYC;

pura
e30NacHoro
UHTEpHeTa

Secnnarie “Beb - dunurp

ANA PORNTENSHA CNMCoK

* Hacmpol donosnHumenosHbie

yHKUuU (6710KUPOBKY
peknamel 8 bpaysepe,
GyHKUUU aHMUpUWUHea,
6710KUPOBKY 8CMAbIBAIOWUX
OKOH, pexcum 6e30nacHo20
rnoucka);

Ucnone3yli opuyuansHoe
AUUeH3UOHHoe u (unu)
ceob00Hoe rnpo2pammHoe
obecneyeHue;

HOBOCTM IYR/IMKALIMM

3aonomETencreo Hudorpaduea PosurensM u nesaroraM

g lNpeanoxurs o Genwit

Yyumeieali
pexkomeHOayuu
npo2pamm 3auumsi
(He 3axo0u Ha calimsl,
Komopoble nomeyeHsol
KGK onacHele, He
omkKpolsali gpalinei,
Komopoble ba1oKupyem
aHmusupyc);
OzpaHu4usali pems
pabomeol
8 MlumepHeme — xcusu
peanbHoli #u3Hbto!

TIowsx o CadTy




Bonpocbl OAS 00cyK0eHus

Yem onacHbl caTbl nogaenkn?
Kak pacno3Hatb noaaenky?

Yro Takoe Cnam? Kak 6opoTtbca co Cnamom?
Kakue cywectsyloT meToabl 610KMpoBKM Cnam peKkiambl?

YTO OTHOCUTCA K NEPCOHANIbHbIM AaHHbIM, A UTO K IMYHOM (KOHPMAeHUManbHoM) nHpopmauuun?
Kakyto nHpopmaumio MOXKHO Ny6anKosaTtb B ceTu?
Mouyemy He cToUT Ny6/1MKOBATb CBOMU NOJIHbIE AaHHbIE?

AHOHUMHOCTb B CE€TU: NpPaBAa UK Bbimbicen?
KaKkue npaBuna nosegeHuA B CeTU HYXXHO cobaloaath?

Kakue onacHOCTM noacTeperatoT Hac B OTKPbITbIX ceTax?
Kak He cTaTb XepTBOii NpPeCcTynHMUKa NP1 UCNOJIb30BaHUMN OTKPbITbIX ceTeit?
Kakue npasuna nosb30BaHUA YY>KOU TEXHUKOMU HY}KHO MOMHUTb?

JInueH3noHHoe cornaweHne/npasmna NoNb30BaHUA: YUNTATb UIU HET?
Mouemy Ba)kHO 3HaTb NPaBW/IA UCNOJIb30BaHUA NPOrPaMMHOro NPoAyKTa/UHTepHeT-pecypca?

Buabl UHTEpHeT-MmoLwweHHUYecTBa (06beKTbl MOLLEeHHUYecTBa)?
Kakue Buabl npectynneHui pacnpoctpaHeHbl B UHTepHeTe?
Kak He cTaTb }XepTBOi KMbepnpecTtynHuka?




Xovewb coeramb UnmepHem Oe3onacHee?
Ucnoab3yu cneyuasbHble uHCmpymeHmol!

OEAEPANLHAR UTYKBA 110 HAIIZ0PY B COEPE CBA3M, MHOOPMALMOHHBIX TEXHONOMMA W
MACCOBBIX KOMMYHUKALUA

. . ©PoCcKoMHAASOP  E/IVIHbLIA PEECTP
I_I p M C bI}'I a M CC bln K M H a O n a C H bl e Ca MTbl AOMEHHbBIX MMEeH, yka3aTteneil CTpaHuL CaiToB B ceTh «MHTepHeT» 1 CeTeBbIX ajpecos,

NO3BONKIOLMX MABHTMPUUMPOBATL CaTI B CeTH «MHTepHEeT», coaepxauye

B EAM H bl ﬁ PeeCTp 3a n pe u-'.é H H bIX Ca ﬁTO B : VHPOPMaLMIO, PacnpoCTpaHeHue KoTopoi B Poccuiickoit deaepaumnn 3anpeueHo
eais.rkn.gov.ru om———

gura
e30nacHoro
HHTEpHeTa

otn paBI'IFll‘;I C006IJ.I,EH 1A 06 ONAaCHOM KOHTeHTe
Ha ropa4yne 1MHnm Jlnrn 6e3onacHoro MHTEpPHETa: .

L . ‘ - CoobwmTb 06 ONacHOM KOHTEHTe
ligainternet.ru/hotline , - I U ———

BO3MOXHOCTS COOGIITE BHOHMMHO Wi OCTABMTL CBOIt 3APEC ANEKTPOHHON NOWTH. BOMbwoe Bam cnaci6o 3a Baw
i KOMTEHTa & CaTH MHTepHeT!

Coobuia 0 N0/Ie3HOM KOHTEHTE: KiGeprpymis:S
ligainternet.ru/encyclopedia-of-security/included-white-

Iist.ghg ! Mpuswie k camoyBuicray @

Mpepnoxutb B 6enbiit ciucok

&) Esenosonceno

Pernctpupyinca B coumanbHOM CeTU, NOCBALLEHHOM
KnbepbesonacHoCTH:
social.ligainternet.ru

% gg;gnacuoro

Ncnonb3yn WEB-dunbtp: o R =
www.ligainternet.ru/proxy

Mpenoss gain aiin ve Bxpan

“BeearTe chvsons:

Wpeanbhbiii cepeuc Ans B
Aeted — Gnokupyer gocm

Yntam sHumknoneaunto 6esonacHocTu: y ¥ sce speowoce caf
www.ligainternet.ru/encyclopedia-of-security 3 2

4
Cepeuc «Beb-punbrpr— £
Balll AOCTYN B HHTEPHET M 4
Ge3 BpeHoro konTenTa (RN
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/Auza 0e30nAacHO20 UHMepHema
Mol deanaeM uHmepHem Yuuje

% gg;(amacﬂom
HHTEpHeTa

o l’” )| Hosocm YA sucnonems soncio e
BoiaBnsem n 6n10KMpyem onacHbli KOHTEHT, T

cnocob6cTByem nomMmke KubepnpecrynHuKos

0 Jlure

Twra G230NACHOTO KHTSPHET — KDjM=SAE W KANDONES S5TONTET=2A 5 POOCH 0DFS-ASaLG.
003034437 ANA NOOTVEOLEACTER DICIDOSTOZHEH0 ONBCHND KOTE-T2 50 S02MND=0A 02T

Lian MNTK — ASKODE-2-M2 ONSCHOND KDSTETS MyTeM CIVO0Dr3=A33LM NDOPEOTAD-ENE-D
CO0DUECTES MECTHIKDS VHTE0HET-D5 K2 i PRZOSEN MONs30SITEreR

‘OCHOBHER USMb TNMK - DOM=02 WIKDDE-EHA2 0NECHOMD KONTETE § C2TH UTR0-2T myTem
C3W0D2rYNALHN NODPECTAISENEHOM COODUECTSR, JUBCTHIKDS M-TEDHET-DEMKE, 50 HSDEkIA2

Moaaep)xuBaem nonesHble CaiiTobl U S

nR paanaaLym STOR L2 NWa CT3SMT D2Dan COTO0A CRER;MOUMe 33Raun

CNoco6CcTBYEM UX Pa3BUTHIO R e e s

05ben/mars2 ANOPECCANHANEHON CO0DURS CTHAKDS ITEDHET-DEKE SNA Sea0aTRs
MEEAZV08 CIVO0ST AL CODDULECTER 20 42 DErIUD0SIHAR CH20Y) ¥ CO3RER
429305 8 veTepRETe
0K2334942 DEENEHOA MOV SETAM W TODOSTEEM. KOTODSE MOAMEIM “N KDSDESHEM ODD330M
CTAMM #20TSNM DICINOCTOIHEHAR OAZCHOTD KOXTEATS S C2TH VTEDHET

SEDCTSEMNE CTO/KT/DEM £ COpeDe © BManereLEMY KTE0NET-
DEC/DO0E, S3UANTIOUIVIACA CO3034RM 1 D3CDOCTORHE
POD-OTDETR, TOTIIE HKEDKOMI, TATR DILIVE /
YHECTHE S P330R0OTKR 3XDAORITENEHLN IHALHETVS, HANDAENE-HLY H3 MKSAL3LIEO 073090M0
KDTESTE B C2TH MsTe0HET

MNMpeactasnaem Poccuio B mupe S i S

o aguue Tuzu npucosdusamames x.Tuse 52 BSPOSITLNLCE KOUGIGX, MM CAMMA
MPUKUMAA 43 0268 OSTITENLEMES SIS C50I0 BEAMETLHOTTS & SOTMSIMEMELY
< ¥emasaw Tuzu

o Yisasu Tusu Mosym Cmam XMMSpRSKus, ORUSSTEDOME SPIINNIAYLY,
npedemasumeny cpadems acsoesl LNHIPUIYUL ¥ FUAUUS AUYE, ASTIPRS
LM S03MONKOST U MEAGKUS SHESTU Peauadl ©1ad s apudy s onasHuA
xoxmsomaN & cemy Hxmapuam

o Wioa: Tusu ofSyoms § TOSMOTKOM PENUMS, SSEMU  BACTEYmaKL
pedtmeaic ooy semat AT, 5puby € GNACKMM KIKTIEHTIAN & CEmy HXmapKam.

o Yasac Tusu oSyomes SSHEPLPOSITE U SKSIPAT COSIMeSkMME, TSNS

Pa3pabaTbiBaem n 6ecnnaTHo BHeapAem e i e

SazuaMiACTET U PRcypeos.

+ B Jusy 5:3omacxeso UNMSpNSME SxodSm SSSULE MEIKMOGNUNIYUIGE

nonesHoe nporpammHoe obecneyeHune sy e

T3 COR0343 ADW DOSLEOKKE MItKOMCSREA PO, MONSATENECKAR OOSET M S0 NESNAET NOMOWEAK
Tipasane-Ta POSCHACKOR Seg2p3Lm roDs Lsranes.

[TodpodHee o Hac Yumalime Ha catime:

WWW.LIGAINTERNET.RU 17




Cnacuodo 3a BHumaHue!

WWW.LIGAINTERNET.RU

R



